The Wandy unit is an “Active WiFi outdoor antenna”. The unit consist of an antenna with high gain and a WiFi-
Ethernet-client. The slim line enclosure is compact and made of all weather ABS for years of uninterruptible
operation. Long distance connections are easy with the Wandy 2R. Simple installation with Power Over Ethernet.
Build in router function provides extra security for internet connections. Wandy 2R for fast, stable and long range
WiFi connections.

Version 0.91
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1 Preface

Thank you very much for buying the Wandy 2R unit. With this unit you do have a powerful combination of
electronics and antenna technology. Long distance outdoor WiFi connections are easily made by the simple
installation. Optimal performance is possible by free line of signed between the Wandy2R and the access point.

The setup procedure is

Netwark

] =]
Connect the power to the Wandy2R unit Connect the PC to the Wandy 2R unit
Configure the WandyZ2R for wireless network Install Wandy2R outdoor

Enjoy years of uninterruptible use of the Wandy2R

Connect the power to the Wandy 2R unit

Connect the PC to the Wandy 2R unit

Configure Wandy 2R for wireless network

Install Wandy 2R outdoor

Enjoy the years of uninterruptible use of the Wandy 2R



2 Packing List

Before you start to install the Wandy 2R, make sure the package contains the following items

This package contains

Manual : Quick start
. . { Wall mount
9 Wandy2R unit : Power adapter
{ plugs
) v 5 Wall mount
Mounting bracket Power cable '
screws
Pole mount Mounting
1M cross cable -
hardware bracket bolts
POE inserter unit Inbus tool

If anything is missing contact your supplier of the Wandy 2R



3 Configuration Wandy 2R

Before installing the Wandy 2R unit outside it is best to configure first the unit indoor.
t
Connect the power supply to ‘L’ Emnos
the POE inserter unit.
W o

Connect the Wandy 2R unit to
the POE inserter unit. Wait one
minute to let the unit boot.

() |

AFor the wandy unit use the
P+DATA OUT port!

Connect the PC to the POE
inserter unit.

Connect your computer to the

DATA IN port!

Don't plug your computer in the
P+DATA OUT you can serious
damage your hardware!

®

Configure the wandy unit b 192.168.1.1
?he web interfgce d Enter Wandy's Username: root
configuration Password: wanc
page.

192.168.1.2

3.1 Wandy 2R in WISP mode

In this setup we will configure the default Wandy 2R unit to connect to an AP with SSID gammal and use the build
in router function.

The default config of the Wandy 2R unit is WISP mode. The wireless interface is in WiFi client mode and

connected to the Ethernet interface trough a router.
The default IP number if the Ethernet interface is 192.168.1.1



Open the web interface of the Wandy 2R unit at IP 192.168.1.1

| 2 Kan de server niet vinden - Microsoft Internet Explorer

: gestsnd Bswerken Besld Favorieten

@ - © 0 B & Oreen S ravreien

Extra Help o

* Adres | @] hitp:fi192,168.1.1 fhome. asp

¥| By cancar | koppeingsn >

| @uandy

Site contents:

7

- Status
Wireless
-TCP/IP

- Firewall
Management

T4

[+

Access Point Status

This page shows the current status and some basic settings of the
device

Uptime Dday:0h:3m:29s
Free Memory 12000 kB
Firmware Version 1.3.3 (Mar 21 2008)
Webpage Version 1.3.1 (Feb 22 2006)
Mode Infrastructure Client - Router
Band 2.4 GHz (B+G)
SSID wandy

Channel Number 8

Encryption Dizabled

BSSID 00:00:00:00:00:00
State Scanning

dBm =

[TCP/IP Configuration

Attain IP Protocol Fised IP

IP Address 192.168.1.1
Subnet Mask 2652565.255.0
Default Gateway 192.168.1.1

DHCP Server Enabled

MAC Address 00:05:9e:81:07:16
Attain IP Protocol Fixed P

IP Address 1721141

Subnet Mask 25525525510
Default Gateway 172.1.1.254

MAC Address 00:05:9e:81:07:15

1

£ hiktp [l wandy.nlf

® Internet

Select in the menu Wireless the option site survey

| Adres |@ http:fi192.168.1.1fhome. asp

wiandy

@ Site contents:

Basic Settings
Advanced Settings
Security

Access Control
WDS settings

Site Survey
Antenna Alignment

‘Management

Wireless Site Survey

This page provides tool to scan the wireless netwark. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

Press refresh to let the Wandy 2R unit make site survey



i Adres @ http: /{192, 168.1, 1 home,asp

Multimode High Power Access Point

Wireless Site Survey

This page pmvrtlee tool to scan the wireless network. If any Access Point or | IBBS iz
found, you could choose ta t:trnneat it manually when client mode is enamed'

| Rafresh | | Connect |

We connect to the wireless network with SSID gammal by selecting this network and pressing connect.
i Adres |a hittp: /{192,168 1. 1 jhome. asp

Multimode High Power Access Point

Connect successfully!

We now configure the Wandy 2R unit to get an IP address from the AP.
Open the menu TCP/IP and then WAN interface



Adres !@ http:ff192.168.1. 1/home. asp

Wuandy

o> Site contents: WAN Interface Setup

Status

& Wireless This page is used to configure the parameters for Internet netwark which connects to the YWAN

Basic Setti port of your Access Point. Here you may change the access method to Static IP, DHCP
asio.aeiings Client, PPPoE or PPTP by click the itern value of WAN Access type,

Advanced Settings
Security

Access Control WAN Access Type: v

WDS settings

Site Survey IP Address: |

Antenna Alignment ————
= TCPIP Subnet Mask:

LAN Interface

Default Gateway:
WAN Interface

Firewall DNS 1:
- Management
DNS 2:
DNS 3:

Clone MAC Address: 000000000000 |

Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

(== e

Enable L2TP pass through on VPN connection

[_ Apphy Changes ][Reset]

Change WAN access Type to DHCP client to get an IP address form the AP to the Wandy 2R. Set the Attain DNS
Automatically. This will set automatically the DNS servers from the AP.
adres | ] htep:/j192,168.1, Ljhome. asp

> Stte contents: WAN Interface Setup
- Status ; : ;
o Wireless This page is used to co_nﬁgure the parareters for Intermet network which connects tothe WAk
L\ Basic Setfings port of your Access Point. He_re you rmay change the access method to Static IP, DHCP
: Client, PPPoE or PPTP by click the itern value of WAN Access type.
- Advanced Settings
- Security
- Access Control WAN Access Type:
- WDS settings
- Site 5”“"33: (® Attain DNS Automatically
- Tcs;;lt:,elllla Alignment O Set DNS Manually
- LAN Interface DNS 1: [ |
- WAN Interface ——
B Firewall DNS 2: | |
- Management

DNS 3: | |
Clone MAC Address: 000000000000 |
Enable uPNP
Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

Oo0o=O

Enable L2TP pass through on VPN connection

[ Apply Changes ] [Reset]

Press Apply Changes to make the setting effective

Click on status to see the current status of the unit



_ . . . ) S ==
: @'-.-'Drige il > |ﬂ @ 3 P | Zosken ) Favarieten @ - @ ] -

Bdres !@ http:ff192,165,1.1/home, asp

Wiandy

e RIS Access Point Status
----- Status : ; ;
Wiialiss 'Eli'z:r?czage shows the current status and some basic settings of the
- TCP/AP : ;
Firewall
o geant
Uptime Oday:0Oh: 18m:50s
Free Memory 11708 kB
Firmware Version 1.3.3 (Mar 21 2005)
Wehpage Version 1.3.1 (Feb 22 2006)
Mode Infrastructure Client - Router
Band 2.4 GHz (B+3)
SsSID gammal
Channel Number 3
Encryption Disabled
BSSID 00:05:9e:81:07:41
State Connected
dBm 7o
Attain IP Protocol Fixed |P
IP Address 192.168.1.1
Subnet Mask 265 JRA 2550
Default Gateway 192.168.1.1
DHCP Server Enabled
MAC Address 00:05:8e:81:07:16
Attain IP Protocol DHEZF
IP Address 192 168.16.105
Subnet Mask 25020525510
Default Gateway 192.168.16.2
MAC Address 00:05:9e:51:07:15

In the status screen we can see that the unit is connected to AP with SSID gammal

The Wireless interface (WAN) does have IP number 192.168.16.105 with gateway 192.168.16.2
The LAN interface does have IP number 192.168.1.1 with a DHCP server enabled.

Signal strength is -76 dBm.

The Wandy 2R is connected to an access point and has a router between the wireless interface and the wired.

On the PC set the gateway to the wandy 2R unit 192.168.1.1 to complete the setup.



3.2 Wandy 2R in Bridge mode

In this setup we will configure the default Wandy 2R unit to connect to an AP with SSID gammal and make a
transparent connection between the wireless interface and wired.

Open the web interface of the Wandy 2R unit at IP 192.168.1.1

|| @ Kan de server niet vinden - Microsoft Internet Explorer.

© pestand Bewerken Beeld Favorieten Extra  Help 3',"
ii ev’nriqe > | \i] @ ) /,_"Zneken ‘:;;?Favnrieten & (- ;_ [ -
¢ aedres [ ] http:fi192.168.1.1/home. asp v| B canzar | koppelingen *
& Site contents: Access Point Status
Status
5 Wireless LZL?Ep:ge shows the current status and some hasic settings of the
m TCPAP

[#- Firewall
~Management

Uptime Oday:0h:3m:28=
Free Memory 12000 kB
Firmware Version 1.3.3 (Mar 21 2006)
Webpage Version 1.3.1 (Feb 22 2008)
Mode Infrastructure Client - Router
Band 2.4 GHz (B+3)
SSID wandy

Channel Number 8

Encryption Disabled

BSSID 00:00:00:00:00:00
State Scanning

dBm =

(TCP/IP Configuration

Attain IP Protocol Fixed [P

IP Address 192.168.1.1
Subnet Mask 285 255 28510
Default Gateway 192.168.1.1

DHCP Server Enablad

MAC Address 00:05:9e:81:07:16
Attain IP Pratocel Fixed IP

IP Address 172114

Subnet Mask 2562662650
Default Gateway 172.1.1.254

MAC Address 00:05:9e:81:07:15

SERVER

(] bbb v wandy .l & Internst

First change the operation mode of the Wandy 2R into bridge mode

Select in management Operation Mode



4 Concept of the Wandy 2R radio hardware

The Wandy 2R has two interfaces
e Wireless interface
e Wired interface

These two interfaces are connected together with or without a router between them.

In bridge mode the wireless and Ethernet are directly connected. No routing or translating is done. In this mode the
unit can be used as a transparent device. The Wandy 2R can be even in different IP range.

4.1 Wireless Interface
The wireless radio of the device can acts as the following roles.

AP (Access Point)
The wireless radio of device serves as communications “hub” for wireless clients and provides a connection to a
wired LAN.

AP Client

This mode provides the capability to connect with the other AP using infrastructure/Ad-hoc networking types. With
bridge operation mode, you can directly connect the wired Ethernet port to your PC and the device becomes a
wireless adapter. And with WISP operation mode, you can connect the wired Ethernet port to a hub/switch and all
the PCs connecting with hub/switch can share the same public IP address from your ISP.

WDS (Wireless Distribution System)

This mode serves as a wireless repeater, the device forwards the packets to another AP with WDS function. When
this mode is selected, all the wireless clients can’ survey and connect to the device. The device only allows the
WDS connection.

WDS+AP
This mode combines WDS plus AP modes, it not only allows WDS connections but also the wireless clients can
survey and connect to the device.

4.2 Wireless to Wired connection
The Wireless and Wired interface can be connected together with or without a router function.

Router

The wired Ethernet (WAN) port is used to connect with ADSL/Cable modem and the wireless NIC is used for your
private WLAN. The NAT is existed between the 2 NIC and all the wireless clients share the same public IP address
through the WAN port to ISP. The default IP configuration for WAN port is static IP. You can access the web server
of device through the default WAN IP address 172.1.1.1 and modify the setting base on your ISP requirement.

Bridge
The wired Ethernet and wireless NIC are bridged together. Once the mode is selected, all the WAN related
functions will be disabled.

WISP (Wireless ISP)

This mode can let you access the AP of your wireless ISP and share the same public IP address form your ISP to
the PCs connecting with the wired Ethernet port of the device. To use this mode, first you must set the wireless
radio to be client mode and connect to the AP of your ISP then you can configure the WAN IP configuration to meet
your ISP requirement.

The following table shows the supporting combination of operation and wireless radio modes.

Bridge Router | WISP
AP Yes Yes No




WDS Yes Yes No
Client Yes No Yes
AP+WDS Yes Yes No




5 Wireless

In this menu it will be possible to configure the device for all the wireless settings. To change to operation mode go
the menu Management.

5.1 Basic settings

wiandy

=

@ Site contents:

Basic Settings
Advanced Settings
Security

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless netwark parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remember the channel must be as same as the
connectad AP,

Access Control
WDS settings

Site Survey [] Disable Wireless LAN Interface
Antenna Alignment [

Band: | 24GHz (_+G)V
- TCP/(IP e
- Firewall Mode: Client |
&~ Management T
Network Infrastructure & |
Type: —
SSID: 5-yvand_y
Channel
Number:

Enable Mac Clone {Single Ethernet Client)

[0 Enable Universal Repeater Mode

Extended |
SSID:

[once selected and applied extended S510 and channel number will be updated)

gamma’l 00:05:9e:81:07:41 | 3(B) AP ng 32 (74 dbm) 84

[ Apply Changes ]IReset]

Disable Wireless LAN Interface
Disable the wireless interface of device

Band
The device supports 2.4GHz(B), 2.4GHz(G) and 2.4GHz(B+G) mixed modes. Mode:
The radio of device supports different modes as following:
Mode:
AP
The radio of device acts as an Access Point to serves all wireless clients to join a wireless local network.
Client
Support Infrastructure and Ad-hoc network types to act as a wireless adapter.
wWDS
Wireless Distribution System, this mode serves as a wireless repeater, only devices with WDS function
supported can connect to it, all the wireless clients can’t survey and connect the device when the mode is
selected.
AP+WDS

Support both AP and WDS functions, the wireless clients and devices with WDS function supported can
survey and connect to it.

Network type:



Infrastructure:
This type requires the presence of 802.11b/g Access Point. All communication is done via the Access
Point.

AP Clignt 1 {Infrastrusture) AP Client 2 (Infrastructure)

Ad Hoc:

This type provides a peer-to-peer communication between wireless stations. All the communication is done
from Client to Client without any Access Point involved. Ad Hoc networking must use the same SSID and
channel for establishing the wireless connection.

(€]
PC3 ___.ﬂss:__‘

AP Client 3 {Ad Hoe) AP Client 2 {Ad Hoc)

Channel Number
The channel the unit will operate on. When set to “Auto”, the device will find the least-congested channel for use.

Enable Mac Clone (Single Ethernet Client)
The MAC address of the unit will be the MAC address of the PC connected to the Wandy 2R unit. This canb only
be done in Client mode.

Enable Universal Repeater Mode

Universal repeater mode will make the Wandy 2R unit become client as well as AP on the same radio. In this mode
it can repeater any vendor AP.

Extended SSID:
The SSID of the Universal repeater mode can be different from the AP the client is connected to.

5.2 Advanced settings

These settings are only for more technically advanced users who have sufficient knowledge about wireless LAN.
These settings should not be changed unless you know what effect the changes will have on your device. The
default setting is optimized for the normal operation. For specific application, setting configuration will required
highly attention to reach optimistic condition.

Any unreasonable value change to default setting will reduce the throughput of the device.



wiandy

@DS"E contents: Wireless Advanced Settings

i Status
: These settings are only for more technically advanced users who have a sufficient

i f_':’_le:%s . knowledge about wireless LAN. These settings should not be changed unless you
Lot &m"’-'s_ know what effect the changes will have on your Access Paint:
- Advanced Settings
- Security
- Access Control Authentication Type: O Open Systern O Shared Key & Auto
]USI‘:I[::S‘:;i:::JS Fragment Threshold: 2346 :5(255.2345)
- Antenna Alignment RTS Threshold: (2347 023473
B TCPAP o 7
5 Eireviall Beacon Interval: 1DD .:(20.1024 ms)
F-Managemeant ACK Timing: (100 _?(0-255 * 4 us)
Client Expired Time: SDD _5(101.40000000 sec)
MTU Size: (1500 |100-150m)
Data Rate: ._Auio v
Preamble Type: & Long Preamble O Short Preamble
Broadcast SSID: & Enabled O Disabled
IAPP: &) Enahbled O Disabled

802.11g Protection: & Enabled O Disahled

Block WLAN Relay: (O Enabled & Disabled

Transmit Power(OFDM) & 100mW(20dBm) O E0mWi17 dBmj

Transmit Power(CCK): @ 250my(24dBm
O 200mwWi23dBm
O 15021 dBim
00 (20dBirm

*

)
)
]
]

Apply Changes ] [ Feset ]

Authentication Type

The device supports two Authentication Types “Open system” and “Shared Key”. When you select “Share Key”,
you need to setup “WEP” key in “Security” page (See the next section). The default setting is “Auto”. The wireless
client can associate with the device by using one of the two types.

Fragment Threshold

The fragmentation threshold determines the size at which packets are fragmented (sent as several pieces instead
of as one block). Use a low setting in areas where communication is poor or where there is a great deal of radio
interference. This function will help you to improve the network performance.

RTS Threshold

The RTS threshold determines the packet size at which the radio issues request to send (RTS) before sending the
packet. A low RTS Threshold setting can be useful in areas where many client devices are associating with the
device, or in areas where the clients are far apart and can detect only the device and not each other. You can enter
a setting ranging from 0 to 2347 bytes.

ACK timing.
For long distance 802.11G it will be necessary to increase the ACK timing value. When operating at
802.11B the ACK timing value needs to be at least 100. For short distance 802.11G the value can be less.

Data Rate
The standard IEEE 802.11b/11g supports 1, 2, 5.5,11/6, 9, 12, 18, 24, 36, 48 and 56 Mbps data rates. You can



choose the rate that the device uses for data transmission. The default value is “auto”. The device will use the
highest possible selected transmission rate.

Beacon Interval
The beacon interval is the amount of time between access point beacons in microseconds. The default beacon
interval is 100.

Broadcast SSID

Broadcasting the SSID will let your wireless clients find the device automatically. If you are building a public
Wireless Network, disable this function can provide better security. Every wireless stations located within the
coverage of the device must connect this device by manually configure the SSID in your client settings.

Int. Roaming

This function will let Wireless Stations roam among a network environment with multiple devices. Wireless Stations
are able to switch from one device to another as they move between the coverage areas. Users can have more
wireless working range. An example as the following figure

You should comply with the following instructions to roam among the wireless coverage areas.

For implementing the roaming function, the setting MUST comply the following two items.
1) All the devices must be in the same subnet network and the SSID must be the same.
2) If you use the 802.1 x authentication, you need to have the user profile in these devices for the roaming
station.

( Ethemnet D

Wircless Station moves
between the coverage areas

Block WLAN Relay (Isolate Client)

The device supports isolation function. If you are building a public Wireless Network, enable this function can
provide better security. The device will block packets between wireless clients (relay). All the wireless clients
connected to the device can't see each other.

Transmit Power

The device supports four transmission output power levels 250, 200, 150 and 100mW for CCK (802.11b) mode and
two transmission output power levels 100 and 50mW for OFDM (802.11g) mode. User can adjust the power level
to change the coverage of the device. Every wireless stations located within the coverage of the device also needs
to have the high power radio. Otherwise the wireless stations only can survey the device, but can’t establish

connection with device.

5.3 Security

This device provides complete wireless security function include WEP, 802.1x, WPA-TKIP, WPA2-AES and WPA2-

Mixed in different mode (see the Security Support Table).
The default security setting of the encryption function is disabled. Choose your preferred security setting depending

on what security function you need.



i S EORIRHES Wireless Security Setup

- Status
F_—'l Wireless This page allows you setup the wireless security. Turn on YWEP or WPA by using Encryptian

; S Keys could prevent any unauthorized access to your wireless netwark.
- Basic Settings

- Advanced Settings

- Security Authentication Type: ) Open Systern O Shared Key & Auto
-~ Access Control i

- \WDS settings Encryption: | Mone |
- Site Survey [JUse 802.1x Authentication YWEP Bahbits WEP 128hits
s --‘ﬂ.ntemm Algamen [JEnable MAC Authentication
B TCP/AP s
: LAN Interface WPA Authentication Mode: Enterprise (RADILIS) Persanal (Pre-Shared Key)
: - WAN Interface Pre-Shared Key Format:
B Firewall
= Management Fea Bhaved Koy
Enable Pre-
Authentication
Authentication RADIUS Port[181= | IP address | Passward
Server:

Mote: When encrjption WEF Is selected, you must set WEF key value.

Apply Changes ] [ Reset]

5.3.1 WEP Encryption Setting

Wired Equivalent Privacy (WEP) is implemented in this device to prevent

unauthorized access to your wireless network. The WEP setting must be as same as each client in your wireless
network. For more secure data transmission, you can change encryption type to “WEP” and click the “Set WEP
Key” button to open the “Wireless WEP Key setup” page.

@ http:/i192.168.1.1 - WEP Key Setup - Microsoft Internet Explorer

Wireless WEP Key Setup

This page allows you setup the WEP key value. ¥ou could choose use B4-bit or 128-
bit as the encryption key, and select ASCI or Hex as the format of input value.

Key Length: :64—bit i
Key Format: | ASCII5 characters) v/
Default Tx Key: :Key1 ¥

| s

Encryption Key 1:

Jrae,

Encryption Key 2:

Encryption Key 3: I

Encryption Key 4:

Apply Changes ] ICIose ] I Reset J

| Gereed  Internet

When you decide to use the WEP encryption to secure your WLAN, please refer to the following setting of the WEP
encryption:

5.3.2 64-bit WEP Encryption
64-bit WEP keys are as same as the encryption method of 40-bit WEP. You can input 10 hexadecimal digits (0-9,



a-f or A-F) or 5 ACSII chars.
The Default Tx Key field decides which of the four keys you want to use in your WLAN environment.

5.3.3 128-bit WEP Encryption

128-bit WEP Encryption 128-bit WEP keys are as same as the encryption method of 104-bit WEP. You can input
26 hexadecimal digits (0-9, a-f or A-F) or 10 ACSII chars.
The Default Tx Key field decides which of the four keys you want to use in your WLAN environment.

5.3.4 WEP Encryption with 802.1x Setting

The device supports external RADIUS Server that can secure networks against unauthorized access. If you use
the WEP encryption, you can also use the RADIUS server to check the admission of the users. By this way every
user must use a valid account before accessing the Wireless LAN and requires a RADIUS or other authentication

server on the network. An example is shown as following.
( Ethernet h]

You should choose WEP 64 or 128 bit encryption to fit with your network environment first. Then add user accounts
and the target device to the RADIUS server. In the device , you need to specify the IP address Password (Shared

Secret) and Port number of the target RADIUS server

5.3.5 WPA Encryption Setting

WPA feature provides a high level of assurance for end-users and administrators that their data will remain private
and access to their network restricted to authorized users. You can choose the WPA encryption and select the
Authentication Mode.

5.3.6 WPA Authentication Mode

This device supports two WPA modes. For personal user, you can use the Pre-shared Key to enhance your
security setting. This mode requires only an access point and client station that supports WPA-PSK. For
Enterprise, authentication is achieved via WPA RADIUS Server. You need a RADIUS or other authentication
server on the network.

Enterprise (RADIUS):

When WPA Authentication mode is Enterprise (RADIUS), you have to add user accounts and the target device to
the RADIUS Server. In the device , you need to specify the IP address~ Password (Shared Secret) and Port
number of the target RADIUS server.

Pre-Share Key:

This mode requires only an access point and client station that supports WPA-PSK. The WPA-PSK settings include
Key Format, Length and Value. They must be as same as each wireless client in your wireless network. When Key
format is Passphrase, the key value should have 8~63 ACSII chars. When Key format is Hex, the key value should
have 64 hexadecimal digits (0~9, a~f or A~F)

5.4 Access Control

Access Control provide the possibility to Allow or Deny connections to the Access point. The connections are
filtered based on the MAC address of the Wifi devices that are “trying” to connect to the AP.



@ Site contents:

- Status

= Wireless

- Basic Settings

----- Advanced Settings
----- Security

----- Access Control

- WIDS settings

----- Site Survey

- Antenna Alignment
= TCR/IP

- Firewall

E- Management

Wireless Access Control

If you choose ‘Allowed Listed', anly those clients whose wireless MAC addresses are
in the access cantrol list will be able to connect to your Access Paoint. When Deny
Listed' is selected, these wireless clients an the list will not be able to connect the
Access Paint.

Wireless Access Control Mode: | Allow Listed |

MAC Address: | | Coemment: [ |

Apply Changes ] [Reset]

Current Access Control List:

| MACAddress  Commemt  Select

This mode is only available when the wireless radio is configured as an access point. Comment field provide the
option of adding readable text to a MAC address to make recognition easier.

5.5 Configuring WDS

Wireless Distribution System (WDS) uses wireless media to communicate with the other devices, like the Ethernet
does. This function allows one or more remote LANs connect with the local LAN. To do this, you must set these
devices in the same channel and set MAC address of other devices you want to communicate with in the WDS AP

List and then enable the WDS.

@ Site contents:

- Status
= Wireless
----- Basic Settings
- Advanced Settings
----- Security
----- Access Control
----- WIS settings
- Site Survey
= Antenna Alignment
~TCP/IP
- Firewall
- Management

T+
i |

i

WDS Settings

Wireless Distribution System uses wireless media to communicate with other APs,
like the Ethernet does. To dothis, you must set these APs inthe same channel and
set MAC address of other APs which you want to communicate with in the table and
then enable the WDS.

Enable WDS

Add WDS AP:  MAC Address | Comment
| |

[ Apply Changes l’Reset]
[ Show Statistics ]

[ Set Security ]

Current WDS AP List:

~ MACAddress  Comment  Select



When you decide to use the WDS to extend your WLAN, please refer the following instructions for configuration.

The bridging devices by WDS must use the same radio channel.

When the WDS function is enabled, all wireless stations can’t connect the device.

If your network topology has a loop, you need to enable the 802.1d Spanning Tree function.

You don’t need to add all MAC address of devices existed in your network to WDS AP List. WDS AP List
only needs to specify the MAC address of devices you need to directly connect to.

The bandwidth of device is limited, to add more bridging devices will split the more bandwidth to every
bridging device.

5.6 WDS network topology

In this section, we will demonstrate the WDS network topologies and WDS AP List configuration. You can setup the
four kinds of network topologies:

Bus
Star
Ring
Mesh

In this case, there are five devices with WDS enabled: WDS1, WDS2, WDS3, WDS4 and WDS5.

5.6.1 Bus topology

88 88 L8688 8%

LAMZ LAMI LAN4 LAMS (]

) ] “if’g’—-g—"%ﬂ-

wDsl1 w2 W3 WDSs4 WDsS

Device Entries of WDS AP List

Spanning Tree
Protocol Required

WDS1 The MAC Address of WDS2 No

WDS2 The MAC Addresses of WDS1 and WDS3 No

WDS3 The MAC Addresses of WDS2 and WDS4 No

WDS4 The MAC Addresses of WDS3 and WDS5 No

WDS5 The MAC Address of WDS4 No




Spanning Tree

Device Entries of WDS AP List .
Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 No
nd WDS5
WDS2 The MAC Address of WDS1 No
WDS3 The MAC Address of WDS1 No
WDS4 The MAC Address of WDS1 No
WDS5 The MAC Address of WDS1 No

5.6.3 Ring Topology

Device Entries of WDS AP List Spanning Tree
Protocol Required

WDS1 The MAC Addresses of WDS2 and WDS5 Yes

WDS2 The MAC Addresses of WDS1 and WDS3 Yes

WDS3 [The MAC Addresses of WDS2 and WDS4 Yes

WDS4 The MAC Addresses of WDS3 and WDS5 Yes

WDS5 The MAC Addresses of WDS4 and WDS1 Yes




5.6.4 Mesh topology

Device  [Entries of WDS AP List Spanning Tree
Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 and Yes

WDS2  The MAC Addresses of WDS 1, WDS3, WDS4 and  Yes

WDS3 The MAC Addresses of WDS 1, WDS2, WDS4 and  Yes

WDS4 The MAC Addresses of WDS 1, WDS2, WDS3 and Yes

WDS5 The MAC Addresses of WDS 1, WDS2, WDS3 and  Yes

5.7 WDS Application

5.7.1 Wireless Repeater
Wireless Repeater can be used to increase the coverage area of another device (Parent AP). Between the Parent
AP and the Wireless Repeater, wireless stations can move among the coverage areas of both devices. When you
decide to use the WDS as a Repeater, please refer the following instructions for configuration.

e In AP mode, enable the WDS function.

e You must set these connected devices with the same radio channel and SSID.

e Choose “WDS+AP” mode.

e Using the bus or star network topology.

Access Point

Wireless station

; ; Spanning Tree
Description Entries of WDS AP List Protocol Required

Access Point  The MAC Address of Repeater Yes
Repeater The MAC Address of Access Point [Yes




5.7.2 Wireless Bridge

Wireless Bridge can establish a wireless connection between two or more Wired LANs. When you decide to use

the WDS as a Wireless Bridge, please refer the following instructions for configuration.
e In AP mode, enable the WDS function.

e You must set these connected devices with the same radio channel, but you may use different SSID.

e Choose “WDS” mode for only wireless backbone extension purpose.
e You can use any network topology, please refer the WDS topology section.

WHs1 Wos2

o Entries of WDS AP List Spanning Tree
Description Protocol Required
WDS1 The MAC Address of WDS2 No
WDS2 The MAC Address of WDS1 No

5.8 Site Survey

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you could choose to
connect it manually when client mode is enabled.

@ Site contents:
- Status
- Wireless
i Basic Settings
i Advanced Settings
- Security
- Access Control
- \WWDS settings
i Site Survey
‘- Antenna Alignment
- TCP/IP
- Firewall
H- Mananemeant

Wireless Site Survey

This page provides tool to scan the wireless netwark. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

wrar iy 00:02:683a:07:28 6 (B) AP o 41 (-89 dhbim) o0 &
gammal 00:05:9e:81:.07:41 3(BE) AP o 33(-74 dbum) B9 &

The RSSI provides the Received Signal Strength Indication . By selecting one AP and pressing connect the Wandy
2R unit will try to connect to the AP.

5.9 Antenna Aligment

This page provides tool to scan the wireless network continuously and provide signal strength.



> Site contents: Wireless Antenna Alignment

Fo

- Status . . i i ) )
o Wireless This page provides tool to scan the wireless netwark continuously and provide signal

----- Basic Settings strength

----- Advanced Settings

----- Security

----- Access Control dBm: =74 -
----- WIS settings

----- Site Survey

----- Antenna Alignment

- TCP/IP ’

- Firewall

- Management

By pressing start the Wandy 2R will constant update the receive signal strength. In this mode it is easy to direct the
unit optimal to the central access point.



6 TCP/IP

In the TCP/IP menu it is possible to set the IP configuration of the LAN and WAN interface.

6.1 Configuring LAN Interface

This page is used to configure the parameters for local area network which connects to the LAN port of your
Access Point. Here you may change the setting for IP addresss, subnet mask, DHCP, etc..
In the condigurationb there are 3 option

e DHCP disabled

e DHCP Client

e DHCP Server

= Site contents: LAN Interface Setup

[ HiAtus Thiz page is used to configure the parameters for local area network which connects to the

E Wi' eless LA port of wour Access Point. Hete ywou may change the setting for [P addresss, subnet
i ¢ Basic Settings mask DHCF, ete..
Advanced Settings
i Security
s Aecess Control IP Address: [192.168.1.25
WDS settings Subnet Mask: |255.255.255.0
Site Survey e
¢ i Antenna Alignment Default Gateway: [132.168.1.1
E TCRIP DHCP: .Ij.i;aa.b.let.i e
; LAN Interface i
; WAN Interface DHCP Client Range: -
- Firewall

802.1d Spanning Tree: | Enabled
Clone MAC Addvess: |000000000000

[l

Management

[ Apphy Changes l [F’ieset]

6.1.1 DHCP disabled

In this mode the IP address of the LAN side will be set to fixed adress

IP address:

The Internet Protocol (IP) address of WAN interface provided by your ISP or MIS. The address will be your network
identifier besides your local network.

Subnet Mask:

The number used to identify the IP subnet network, indicating whether the IP address can be recognized on the
LAN or if it must be reached through a gateway.

Default Gateway:

The IP address of Default Gateway provided by your ISP or MIS. Default Gateway is the intermediate network
device that has knowledge of the network IDs of the other networks in the Wide Area Network, so it can forward the
packets to other gateways until they are delivered to the one connected to the specified destination.

6.1.2 DHCP Client

In this mode the LAN side of the Wandy 2R will get its IP address from a DHCP server in the network. Itr will not be
possible to set the IP address of the device.

6.1.3 DHCP Server

In this mode the IP address of the LAN side will be set to fixed address The DHCP server will provide IP address to
other devices that are connected to the LAN interface of the Wandy 2R



IP address:

The Internet Protocol (IP) address of WAN interface provided by your ISP or MIS. The address will be your network
identifier besides your local network.

Subnet Mask:

The number used to identify the IP subnet network, indicating whether the IP address can be recognized on the
LAN or if it must be reached through a gateway.

Default Gateway:

The IP address of Default Gateway provided by your ISP or MIS. Default Gateway is the intermediate network
device that has knowledge of the network IDs of the other networks in the Wide Area Network, so it can forward the
packets to other gateways until they are delivered to the one connected to the specified destination.

DHCP Client Range:

The IP range that the DHCP server will provide to the client that will are connected to the LAN interface.

Show Client:

This table shows the assigned IP address, MAC address and time expired for each DHCP leased client.

6.2 Configuring WAN Interface

The device supports four kinds of IP configuration for WAN interface,

e Static IP,

e DHCP Client,
e PPPoOE

e PPTP.

You can select one of the WAN Access Types depend on your ISP required. The default WAN Access Type is
“Static IP”".

o~ e CUiSS: WAN Interface Setup

i Status _ i i

G Witeless This page is used to configure the parameters for Internet netwark which connects to the YWARN
I' TCPIP port of your Access Point, Here you may change the access method to Static [P, DHCP

Client, PFFoE or PPTF by click the itern walue of VWAN Access type.
i LAN Interface

. L WAN Interface )
& Firewall WAN Access Type: | StaticIF w
- Management '

IP Address: 7211
Subnet Mask: 2552552550
Default Gateway:  |172.1.1.254

DNS 1: '

DNS 2:

DNS 3:

Clone MAC Address: IJEIDEIDEIDEIDDDD

Enable uPHNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

Tl i

Enable L2ZTP pass through on VPN connection

[ Apply Changes _] [F’ieset]

6.2.1 Static IP

You can get the IP configuration data of Static-IP from your ISP. And you will need to fill the fields of IP address,



subnet mask, gateway address, and one of the DNS addresses.

IP address:

The Internet Protocol (IP) address of WAN interface provided by your ISP or MIS. The address will be your network
identifier besides your local network.

Subnet Mask:

The number used to identify the IP subnet network, indicating whether the IP address can be recognized on the
LAN or if it must be reached through a gateway.

Default Gateway:

The IP address of Default Gateway provided by your ISP or MIS. Default Gateway is the intermediate network
device that has knowledge of the network IDs of the other networks in the Wide Area Network, so it can forward the
packets to other gateways until they are delivered to the one connected to the specified destination.

DNS 1-3

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP addresses. DNS maintain central lists of domain
name/IP addresses and map the domain names in your Internet requests to other servers on the Internet until the
specified web site is found.

Clone MAC adress

Clone device MAC address to the specify MAC address required by your ISP

Enable uPnP:

Enable uPnP, this function allows the device to be found and configured automatically by the system. (Ex. Window
XP)

6.2.2 DHCP Client (Dynamic IP)

All IP configuration data besides DNS will obtain from the DHCP server when DHCP-Client WAN Access Type is
selected. It is possible to receive the DNS from the DHCP server.

. COntaRS: WAN Interface Setup
i Status : ; i
B Wireless This page is used to configure the parameters for Internet netwark which connects to the WWAN

port of your Access Point, Here you may change the access method to Static 1P, DHCP
Client, PPPoE or PPTP by click the item walue of YWAN Access type,

& TCP/P

.~ LAN Interface
: - WAN Interface )
- Firewall WAN Access Type: | DHCP Client +
- Management ;

)

(%) Attain DNS Automatically
() Set DNS Manually
DNS 1:
DNS 2:
DNS 3: _
Clone MAC Address: ?DEIEIEIEIDEIDEIDEID

Enable uPNP
Enable Weh Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on YPN connection

<

Enable L2TP pass through on VPN connection

[ Apphy Changes JIResetI




6.2.3 PPPoE

When the PPPoE((Point to Point Protocol over Ethernet) WAN Access Type is selected, you must fill the fields of
User Name, Password provided by your ISP. The IP configuration will be done when the device successfully
authenticates with your ISP

o Coene WAN Interface Setup

s Status ) i .

5 Wireless This page is used to configure the parameters for Internet network which connects to the VAN
|-1 TCPAP port of your Access Point. Here you may change the access method to Static IP, DHCR

; Client, PPFoE or PPTP by click the item walue of WAN Access type.
i LAN Interface

- WAN Interface

- Firewall WAN Access Type: | PPPoE v
#- Management

T

User Name:
Password:

Connection Type:

v e

ldle Time: : (1-1000 rminutes)

| Continuous

MTU Size: 1412 (1400-1492 bytes)
(%) Attain DNS Automatically
() Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: ;EIEIDEIDEIEIEIEIDEID

Enahle uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enahle PPTP pass through on VPN connection

R R

Enable LZTP pass through on ¥YPN connection

[ Apply Changes J IRESEtJ

User Name

The account provided by your ISP

Password

The password for your account.

Connection Type

“Continuous “ : connect to ISP permanently

“Manual” : Manual connect/disconnect to ISP

“On-Demand” : Automatically connect to ISP when user need to access the Internet.

Idle Time

The number of inactivity minutes to disconnect from ISP. This setting is only available when “Connect on Demand”
connection type is selected.

MTU Size

Maximum Transmission Unit, 1412 is the default setting, you may need to change the MTU for optimal
performance with your specific ISP.

DNS1-3

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP addresses. DNS maintain central lists of domain
name/IP addresses and map the domain names in your Internet requests to other servers on the Internet until the
specified web site is found.



Clone device MAC
Clone device MAC address to the specify MAC address required by your ISP.

Enable UPnP, this function allows the device to be found and configured automatically by the system. (Ex. Window
XP)

6.2.4 PPTP

Point to Point Tunneling Protocol (PPTP) is a service that applies to connections in Europe only

S CORRETIE. WAN Interface Setup
i Status _ ) )

& Wireless This page is used to configure the parameters for Internet network which connects to the WARN
I' TCP/IP port of your Access Point, Here you may change the access method to Static [P, DHCP

Client, PFPoE or PPTP by click the item walue of WAN Access type,
- LAN Interface

L WAN Interface

& Firewall WAN Access Type: PPTP bt
- Management '

IP Address: 172112
Subnet Mask: 2552552550
Server IP Address: 172111
User Name: '

Password:

MTU Size: 1412 (1400-1432 bytes)
(%) Attain DNS Automatically
() Set DNS Manually
DNS 1: '
DNS 2:
DNS 3:
Clone MAC Address: 000000000000
Enable uPNP
Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

OO00OXO3

Enable L2TP pass through on VPN connection

[ Apply Changes ][Resetl

IP Address:

The Internet Protocol (IP) address of WAN interface provided by your ISP or MIS. The address will be your network
identifier besides your local network.

Subnet Mask:

The number used to identify the IP subnet network, indicating whether the IP address can be recognized on the
LAN or if it must be reached through a gateway.

Server IP Address:

The IP address of PPTP server (Default Gateway)

User Name:

The account provided by your ISP

Password:

The password of your account

MTU Size:



Maximum Transmission Unit, 1412 is the default setting, you may need to change the MTU for optimal
performance with your specific ISP.

DNS1-:

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP addresses. DNS maintain central lists of domain
name/IP addresses and map the domain names in your Internet requests to other servers on the Internet until the
specified web site is found.

Clone MAC Address:

Clone device MAC address to the specify MAC address required by your ISP.

Enable uPnP:

Enable uPnP, this function allows the device to be found and configured automatically by the system. (Ex. Window
XP)



7 Firewall

Filtering function is used to block packets from LAN to WAN. The device supports three kinds of filter Port Filtering,
IP Filtering and MAC Filtering. All the entries in current filter table are used to restrict certain types of packets from

your local network to through the device. Use of such filters can be helpful in securing or restricting your local
network.

7.1 Port Filtering

When you enable the Port Filtering function, you can specify a single port or port ranges in current filter table. Once

the source port of outgoing packets match the port definition or within the port ranges in the table, the firewall will
block those packets from LAN to WAN.

- Site contents: Port Filtering
----- Status
i Wirdless Entries ini this table are used to restrict certain types of data packets from your local network
: SE to Internet through the Gateway. Use of such filters can be helpfil in secuting or restticting
TCPIP your lacal netwotk
=1+ Firewall
= Port Filtering [ o
- IP Filtering RebleBen hibeane
""" MAL Filtering Pori Range: I l— | | Protocol: Cofh Comment: |
i Port Forwarding
- DMZ
Apphks Changes Feset
. VPN [ | [Resat]
F- Management

Current Filter Tahle:

. PortRamge  Proocol  Commemt  Seleet

7.2 IP Filtering

When you enable the IP Filtering function, you can specify local IP Addresses in current filter table. Once the
source IP address of outgoing packets match the IP Addresses in the table, the firewall will block this packet from
LAN to WAN.

- Site contents: IP Filtering
----- Status
[ Wireless Entries it this table are used to restrict certain types of data packets from your local network
: S to Internet throwgh the Gateway. Use of such filters can be helpful in securing or restricting
TCPIP your local network.
=l Firewall
- Part Filtering = L
- IP Filtering Esshle il Hbering ) |
MAC Filtering Loal IF Address: I | Protocol: “0' Comment: l
- Port Forwarding
- DMZ
5 Apply Changes Feset
L |_ApplyChanges | [ Peset |
F- Management

Current Filter Tahle:

. LocallP Address  Proiocol  Commemt  Select



7.3 MAC Filtering

When you enable the MAC Filtering function, you can specify the MAC

Addresses in current filter table. Once the source MAC Address of outgoing packets match the MAC Addresses in
the table, the firewall will block this packet from LAN to WAN.

> Site contents: MAC Filtering
- Status
B Wireless Entries inn this table are used to restrict certain types of data packet; from o local ngtuf'u:urk
; to Internet through the Gateway. Use of such filters can be helpfl in securing or restricting
TCPIP your lacal network.
= Firewall
- Port Filtering
- IP Filtering [J' Enable MAC Filtering
----- MAC Filtering MAC Address: Comment:
- Port Forwarding
- DMZ
o [ Apply Changes ] [ Reset ]
F- Management

Current Filter Tahle:

. MACAddress  Commemt  Select

7.4 Port Forwarding (Virtual Server)

This function allows you to automatically redirect common network services to a specific machine behind the NAT

firewall. These settings are only necessary if you wish to host some sort of server like a web server or mail server
on the private local network behind the device's NAT firewall.

> Site contents: Port Forwarding
L. Status
T e Entrie_s i1 th.‘lS table allow youto autu:umatica]l_y teditect coturon netwprk seﬂri_ces to a specific
; 2 machine belund the MAT firewall. These settings are only necessary if you wish to host some sort of
EI TCHIP server like a web server or mail server on the private local network behind your Gateway's NAT
=i~ Firewall firewall
i~ Port Filtering
IP Filtering F] Bl Pt Fisii
= MAC Filtering E = 2 .
Port Forwarding IP Address:| | Protocol: ©'C PurtRa.nge:|_ Fl | Comment:
- DMZ 1
“\PN g

E.

- Management Apply Changes l [Reset]

Current Port Forwarding Tahle:

| Protocll  PortRamge  Commemt  Select

The most often used port numbers are shown in the following table.

Services Port Number
ECHO 7

FTP (File Transfer Protocol) 21

Telnet 23

SMTP (Simple Mail Transfer Protocol) 25

DNS (Domain Name System) 53




Finger 79
HTTP (Hyper Text Transfer Protocol) 80
POP3 (Post Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol)  [161
SNMP trap 162
SIP (Session Initiation Protocol) 5060
PPTP (Point-to-Point Tunneling Protocol) 1723

7.5 DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to its local private
network. Typically, the DMZ host contains devices accessible to Internet traffic, such as Web (HTTP ) servers, FTP
servers, SMTP (e-mail) servers and DNS servers. So that all inbound packets will be redirected to the computer
you set. It also is useful while you run some applications (ex. Internet game) that use uncertain incoming ports

@ Site contents:

----- Status

B Wireless

& TCP/IP

=~ Firewall

- Port Filtering
- IP Filtering

- MAC Filtering
- Port Forwarding

B~ Management

DMZ

& Demilitatized Zone is used to provide Internet services without sacrificing unauthorized
access to its local private netwotk. Typically, the DIWVE host containg devices accessible to
Internet traffic, such as Web (HT TP ) servers, FTF servers, SMTE (e-mail) servers and DHN3
SetVEers.

[] Enahle DMZ
DMEZ Host I[P Address:

[ Apply Changes ][Reset]




8 Management

In this menu it is possible to configure the operation mode of the Wandy 2R. Monitor functions as logging and
save/resore config with new firmware upload functions provide the tools to keep the unit up to date.

8.1 Wizard

The setup wizard will guide you to configure access point for first time. Please follow the setup wizard step by step.

@ Site contents: Setuy p Wizard

Status
Wireless
TCP/IP

- Firewall
- Management Welcome to Setup Wizard.

- Wizard

-~ Operation Mode The Wizard will guide you the through following steps. Begin by clicking on
- Bandwidth Control Next.

- Statistics

- DDNS

- Time Zone

- Log

- Upgrade Firmware

- Save/Reload Settings
- Password

- Rehoot

s point for first time. Please follow

=

Setup Operation Mode
Setup LAN Interface
Setup WAN Interface
Wireless LAN Setting

Rl

8.2 Operation Mode

You can setup different modes to LAN and WLAN interface for NAT and bridging function.



- Site contents: OPEI'EITiOI'I Mode

+J ‘::':;]l:al-lliss P;iucticﬂann setup different modes to LARN and WLAR interface for NAT and bridging

H- TCP/IP :

=~ Firewall

=l Management N ; B ; ;
L MEEar ) Router: In this mode, the device is supp_n:used to connect to'internet via
2 s : ADSLCable Modem. The MAT is enabled and PCs connected to
- Operation Mode YyLAMN share the same IP 1o ISP through YWARN port. The
- Bandwidth Control connection type can be setup in ¥WAMN page by using PPPOE,
- Statistics DHCP client, PPTP client or static IP.172.1.1.1 is the default
s DDNS static IP address for YWAN paort
- Time Zone
i Log O Bridge: In this mode, the ethernet port and wireless interface are bridged
Upgrade Firmware together and BAT function is disabled. All the WARN related
- Save/Reload Settings function and firewall are not supported.
o Password . . : : ’
. Rehoot & Wireless ISP: Inthis mode, the wireless client will connect to ISP access paint.

The MAT is enabled and PCs connecting with ethernet port share
the same IP to ISP through wireless LAN. You must set the
wireless to client mode first and connect ta the 3P AP in Site-
Survey page. The connection type can be setup in WARN page by
using PPPOE, DHCFE client, PFTE client or static |F.

Apply Change J [F’ieset]

8.2.1 Router

The wired Ethernet (WAN) port is used to connect with ADSL/Cable modem and the wireless NIC is used for your
private WLAN. The NAT is existed between the 2 NIC and all the wireless clients share the same public IP address
through the WAN port to ISP. The default IP configuration for WAN port is static IP. You can access the web server
of device through the default WAN IP address 172.1.1.1 and modify the setting base on your ISP requirement.

8.2.2 Bridge

The wired Ethernet and wireless NIC are bridged together. Once the mode is selected, all the WAN related
functions will be disabled.

8.2.3 WISP (Wireless ISP)

This mode can let you access the AP of your wireless ISP and share the same public IP address form your ISP to
the PCs connecting with the wired Ethernet port of the device. To use this mode, first you must set the wireless
radio to be client mode and connect to the AP of your ISP then you can configure the WAN IP configuration to meet
your ISP requirement.

The following table shows the supporting combination of operation and wireless radio modes.

Bridge | Router | WISP

AP Yes Yes No
WDS Yes Yes No
Client Yes No Yes

AP+WDS Yes Yes No




8.3 Bandwidth Control

This page is used to configure the networking bandwidth. You can set the upstream and downstream data rate
when the device is set to client mode.

@ Site contents:

i Status
- Wireless
- TCPAP
- Firewall
- Management
- Wizard
- Operation Mode
i Bandwidth Control
- Statistics
- DDNS
- Time Zone
i Log
- Upgrade Firmware
- Save/Reload Settings
- Password
- Reboot

e e

8.4 Statistics

Bandwidth Control Settings

This page is Used to configure the networking bandwidth. You can set the upstream
and downstream data rate when the device is set to client mode. Ta make sure the
bandwidth, burst packet number is important and is around 133.33 Bytes per 100 kbps
thits per second) Data Rate. For example set the burst packet bytes to 13333 when
the Data Rate is set ta 10Mbps

[ Bandwidth Control

Upstream Data Rate: 24000 {1200-24000 kbps)
Upstream Latency: 50 {20-1024 ms)
Upstream Burst Packet: 40000 {(1600-40000 Bytes)
Downstream Data Rate: 24000 {(1200-24000 kbps)
Downstream Latency: 50 (20-1024 ms)
Downstream Burst Packet: 40000 (1600-40000 Bytes)

Apply Changes ] [ Feset

This page shows the packet counters for transmission and reception regarding to wireless and Ethernet networks.

@ Site contents:

- Status

- Wireless

- TCP/IP

- Firewall

-~ Management

----- Wizard

----- CGperation Mode

----- Bandwidth Control
----- Statistics

----- DDNS

----- Time Zone

----- Log

----- Upgrade Firmware

----- Passwori
----- Rehoot

----- Save/Reload Settings

Statistics

This page shows the packet counters for transmission and reception regarding to
wireless and Ethernet netwarks.

Sent Packets 4325
Wireless LAN -

Recefved Packets B0205

Sent Packets 4325
Ethernet LAN -

Recewed Packets 80206

Sent Packets ]

Ethernet WAN -
Recefved Packets ]

8.5 Dynamic DNS Setting

Dynamic DNS is a service, that provides you with a valid, unchanging, internet domain name (an URL) to go with
that (possibly everchanging) IP-address.



> Site contents: Dynamic DNS Setting

St:‘ITlIS Diyrnamic DH3 is a service, that provides wouwith a valid, unchanging, internet domain name
|-T-‘_. ~Wireless (an TTRL) to go with that (possibly everchanging) IP-address.
H- TCP/IP
- Firewall
- Management
- Wizard [ Exable DDNS
L Dparation Mode siics Providers
- Bandwidth Control
- Statistics Domain Name :
D_DNS User Mame Exmail:
- Time Zone
= Log Password/Key:
= Upgraie Firmware
- Save/Reload Settings Note! . :
L Pesrword For TE20, pou can have a 30 days free frial here or manage your TAO account In confrol panel
Reboot For DynDNE, you can create pour DynDIE accowunt here

[ Apply Change ][F’ieset]

8.6 Time Zone

The Wandy 2R can maintain the system time by synchronizing with a public time server over the Internet.

> Site contents: Time Zone Setting
i Status . , . , o
5 Wireless You can maintain the system time by synchronizing with a public time server over the
IH TCPIP Internet.
- Firewall
=~ Management ; . pa— —_-— — —
o Wizard : Year 2006 | Month |3 |Day |21 |Hour|1E | Min |57
: Current Time : S s S — — T
- Operation Mode Sec|? |
- Bandwidth Control Time Zone e :
- Statistics Cataats ' IGMT+01:00Amsterdam, Berlin, Berm, Rome, Stockholm, Yienna V'
- DDNS '
~ Time Zone Enable NTP client update
- Upgrade Firmware NTP server : ® j_1 3ass2z0- Eurn:_u_pe I+
« Save/Reload Settings O | (Manual IP Setting)
- Password ' '
----- Rehoot
Apply Change ] [ Feset I I Fefresh ]
8.7 Log

The Wandy 2R has a log funtion. On this page you can set what to log en where the unit must send its log to. A
remote log server is possible by setting the IP address of the log server.



- Site contents: System Log

:_ SJ;:;I'SGSS This page can be used to set remote log server and show the system log.
::}:v:rl:" (] Enable Log

- Management © wireless only O system all

- Wizard Enable Remote Log Log Server IP Address: |

- Dperation Mode
- Bandwidth Control l Apply Changes J
- Statistics

- DDNS

-+ Time Zone

- Log

- Upgrade Firmware

- Save/Reload Settings

- Password

- Reboot

[

[ Refrash ‘ [ Clear J

8.8 Upgrade Firmware

This page allows you upgrade the Access Point firmware to new version.

> Site contents: Upgrade Firmware

- Status ) . :

5 Wireless This page allows you upgrade the Access Point firmware to new version. Please note,
TCP/P do not power off the device during the upload because it may crash the system. If free

mermory 15 not enough for uploading, please temporanly turn off some functions such

B Firewall like Log/IPsec. ...

= Management

----- Wizard

----- Operation Mode Select File:
----- Bandwidth Control

ﬁggigtica Upload ] [ Feset ]

----- Upgrade Firmware

----- Save/Reload Settings
----- Password

----- Reboot

8.9 Save/Reload Settings

This page allows you save current settings to a file or reload the settings from the file which was saved previously.
Besides, you could reset the current configuration to factory default.



> Site contents: Save/Reload Settings

Status
H- Wireless
o TCP/IP
- Firewall

This page allows you sawe current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to
factory default.

=f Management

Wizard Save. .
Save Settings to File:

Operation Mode
Bandwidth Control

Statistics I';;:;:.{I Settings from Upload
Time Zone Reset Settings to
Default:

Log

Upgrade Firmware
Save/Reload Settings
Password

8.10 Password

This page is used to set the account to access the web server of Access Point. Empty user name and password
will disable the protection.

4

----- Status
Wireless
= TCP/P

Site contents: Password Setup

This page is used to set the account to access the web server of Access Point. Empty user
nate and password will disable the protection.

- Firewall
=~ Management User Mame:

Wizard
Operation Mode

Bandwidth Control T A mva——
Statistics

Mew Password:

Time Zone Apply Changes ][ Feset

Upgrade Firmware
Save/Reload Settings
Passwaorid

The username and password must be smaller then 20 characters. Best to use a combination of numbers and
characters.

8.11 Reboot

This page is used to reboot the device. It will take up to 55 sec to fully reboot the device.



Reboot

This page is used to teboot the device,

+]

[+] - [+]




9 SSH login

Start a SSH(Secure Shell) client session to login the device

The SSH server daemon inside device uses well-known TCP port 22. User must use SSH client utility such like
Putty to login the device.

The default password for user “root” is “wandy”, once user login the device then can change the password by CLI
command.

Execute CLI program

This program won't execute automatically when user login the device. User must manually execute it by typing the
case-sensitive command “cli”. Please note that any modified settings won't save permanently until user “Apply
Changes to Flash” or reboot it. The new settings modified by CLI will take effect after rebooting the device.

Before Start to Configure

To configure the device there is a web-browser interface. To access the web interfaces, make sure you are using a
computer connected to the same network as the device. The default IP address of the device is 192.168.1.1, and
the subnet-mask is 255.255.255.0.

The default configuration of the device is WISP mode.

The WISP mode can let you access the AP of your wireless ISP and share the same public IP address form your
ISP to the PCs connecting with the wired Ethernet port of the device.

Please note that the DHCP server inside the device is default to up and running with the IP range 192.168.1.100-
192.168.1.200. Do not have multiple DHCP servers in your subnet, otherwise it will cause abnormal situation.
Inside the CD, we provide the device auto-discovery tool, the tool can detect the device even your PC is not in the
same subnet as the device in case the IP address of device is changed and forgot by user. The tool only can
discover the device in your local area network.

The Wandy 2R unit can operate in many more modes then WISP with routing function of Wifi Brigde.
More information about these modes in chapter.



